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Introduction

The Cleveland Department of Public Health’s (CDPH) Office of HIV/AIDS has developed
policy and procedures to implement Internet Partner Services (IPS) based upon
recommendations, including those contained within the following publications:

1) The Centers for Disease Control and Prevention (CDC), Recommendations for
Partner Services Programs for HIV Infection, Syphilis, Gonorrhea, and Chlamydia
Infection, Morbidity and Mortality Weekly Report, November 7, 2008 (Vol. 57, No.
RR-9);

2) The National Coalition of STD Directors (NCSD), Guidelines for Internet-based
Partner Services, March 2008 and;

3) The Ohio Department of Health (ODH) HIV/STD/AVH Prevention Program,
Guidelines for Internet Partner Services, ODH HIV/AVH Prevention Program STD
Program Operations Manual, 2008.

Background

Historically, partner services at CDPH required that Disease Intervention Specialists (DIS)
initiate communication with the sex partners (partners) of individuals infected with HIV
and/or syphilis (patients). The DIS staff attempted to arrange meetings with those
partners to notify them in person of their potential exposure to a specific disease and offer
them referrals for voluntary testing and treatment. DIS attempted to locate the partners
through a direct, face-to-face contact. For syphilis cases, patients have sometimes been
able to provide DIS with telephone numbers of their partners, and DIS could contact
partners via telephone to arrange a meeting.

Rationale for IPS

Adult dating websites and websites that facilitate anonymous sex encounters have
proliferated over the past decade. Many of these websites have a feature that allows users
to search for other users based on geographic proximity to facilitate sexual encounters,
some of which will be anonymous. There is much evidence, both published and anecdotal,
that indicates men who have sex with men (MSM), nationally and locally, are more likely
than other groups to use such websites to initiate sexual contact.
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Due to an increase in the number of people who are using the internet to initiate sexual
contact, CDPH’s DIS have experienced an increase in the number of cases, particularly
among MSM patients, in which identifying information of partners is limited to an email
address or an online screen name. In those situations, DIS are unable to use traditional
methods to contact partners. If the only available contact information for a partner is an
email address or online screen name then the most effective means of contacting those
partners is through email and/or the internet. Most adult dating/anonymous sex websites
have a password-protected email system that allows users to communicate with each other.
Given the evolving changes in communication systems, there is a growing need for CDPH’s
DIS to develop the capacity to initiate communication through the internet to notify
partners of their potential exposure to a specific disease to offer them referrals for
voluntary testing and treatment. Employing the new technology of IPS will help ensure
that partner notification is effective in its mission to reduce STD and HIV transmission.

CDPH Internet Accounts
It is the intention of CDPH to initially establish accounts for IPS with the following
websites:

- ManHunt

-Adam4Adam
The selection of these websites is based upon those websites’ willingness to participate in
IPS and anecdotal reports from patients that they have used them for the purposes of
establishing anonymous sexual contacts. In the future, as new dating/anonymous sex
websites emerge and as CDPH expands IPS beyond the MSM community, CDPH will
attempt to establish additional accounts for IPS.

Legal Authority

Although Federal and State law authorize notification to, and referral of, partners of
persons with HIV infection and other types of STDs (e.g., 45 CFR § 164.512(b)(iv) and Ohio
Rev. Code § 3701.243(B)(1)(a)), this policy and these procedures maintain the parameters of
confidentiality to ensure that privacy is protected to the fullest extent authorized by law to
ensure the effectiveness of the program and meet applicable security standards.

Confidentiality and Security

The standards already in place for DIS by CDPH for maintaining a patient’s confidentiality
and security of information must be adhered to in all forms of communication involving any
individual who may have been exposed to HIV or an STD or who may be within the social
network identified through DIS activities. That includes communication through the
Internet. IPS is subject to the following additional policy and procedures:

e Confidentiality agreements must be signed by all individuals who will have access to
IPS information.

e Screen names, email addresses, HIV status, and/or any personal information must
be held to the same levels of confidentiality and security as a patient’s or partner’s
first name and surname.

e Under no circumstances should a DIS disclose a user ID or password other than to
his or her supervisor. DIS are advised to commit their passwords to memory to
maximize the security of the passwords. If a DIS suspects someone unauthorized
has access to a password, they should immediately notify your supervisor, who
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should implement appropriate procedures for changing passwords, mitigating and
addressing a potential breach.

e Printed documents, such as logs, reports, or transcripts containing screen names,
email addresses, other identifying information, user names or passwords are to be
stored in secure areas.

e All computers used in the IPS program must be equipped with up-to-date firewalls,
spyware protection, malware protection, and encryption and used when conducting
IPS activities.

e No IPS activities may be conducted using a Wi-Fi transmission.

e All computers used in the IPS program must be password-protected and be
programmed with automatic log-off.

e Only the following City of Cleveland Department of Public Health personnel should
have access to applicable IPS passwords: DIS; the DIS supervisor; the Project
Coordinator of HIV/AIDS services; the Health Commissioner; and the Director.

e The Subject Field in all emails should not contain any information that would
identify that a person has HIV or an STD.

e Email groups and list serves should not be used for IPS because patient
confidentiality cannot be maintained.

General Operating Procedures

e Specifically trained and closely supervised DIS will maintain a log for each case
requiring IPS. DIS with cases requiring IPS will be required to check their
voicemail and email at the beginning and end of each business day, and/or to
arrange for backup coverage if needed. A monthly schedule to designate DIS
assigned to perform IPS will be maintained.

e If a DIS uses vacation, sick, or personal time during intervals designated for IPS
activity, a backup DIS or supervisor will assume all IPS responsibility.

E-Mail Protocol

e The initial email may only be sent Monday through Thursday. IPS will not be
initiated on a Friday or the day before a holiday on which the CDPH will be
closed.

e DIS will log onto the websites using the CDPH account.

e DIS will confirm the existence of the email address/profile(s) username using the
search feature of the website. If identifying information was given, DIS will
confirm the description through information and details provided by the patient
in the profile and/or pictures.

o DIS will send all messages with the subject field blank.

o If possible, DIS will include the contact’s first name only.

o The text of the message should correspond with the website within which the
DIS is working (e.g.,ManHunt or Adam4Adam).

e The following script will be used in the text of the email:
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Dear s

I am from the Cleveland Department of Public Health. I am emailing you because
someone you met through the Internet was recently diagnosed with a laboratory-
confirmed sexually transmitted infection (STI). Under the Cleveland Department of
Public Health confidentiality policies and procedures, I cannot tell you anything
about the person you had sex with, including when it was. I'm emailing you because
I'm concerned about your health. Any interactions with me are confidential.

Please call me at 216-xxx-xxxx and I can tell you more about the specific infection
you may have been exposed to, and where you may voluntarily go to be tested and
treated, for free, to protect your health.

If I'm not there when you call, I will call you back. Be sure to leave a number and
time when I can reach you. I check my voicemail and email at the beginning and
end of each business day. Both are private.

If you want to check that this email is real, call.... You can also call (ManHunt or
Adam4Adam) at xxx XXX XXXX

Thank you,

DIS Name, Credentials

Disease Intervention Specialist
Cleveland Department of Public Health
Cleveland, OH

This email and any files transmitted with it are confidential and intended solely for
the use of the individual or entity to which they are addressed. If you have received
this email in error please notify the sender. This message contains confidential
Information and 1s intended only for the individual named. If you are not the named
addressee you should not disseminate, distribute or copy this email.

e If there is no response to the email after one week, the case should be reviewed
with a supervisor to determine what further action, if any, should be taken.

e DIS will need to adhere to each website’s policies and procedures for contacting
partners.

Response Guidelines

¢ Be sure to check voicemails at the beginning and end of each business day. When
speaking with individuals, they can confirm their identity while maintaining
anonymity by stating the profile name/website to which the first email was sent.

e When calling, identify yourself and your reason for calling.

¢ Determine whether the individual would like you to follow-up with him/her
regarding confirmation of STD screening and treatment. If the client is willing
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to give their name and number, arrange a time when you’ll be calling them to
follow-up.

e As a service, you can offer to call the individual’s medical care provider to explain
the situation and facilitate preventive treatment or ask if you can provide a
referral to a medical provider.

e If referring a person for testing, explain that the test is voluntary.

Email Monitoring Procedure
e Be sure to check e-mail at the beginning and end of each business day.

e If the DIS leaves the office, the back-up IPS DIS should check email and
voicemails, if appropriate.

Follow-up Email

If the partner reads the first e-mail but doesn’t respond to it, a follow-up message
should be sent to the partner, provided the website permits this. Within the email
the following script should be used:

Dear s

I noticed you read my first email but I didn’t hear back from you. I would like to tell
you what STI you may have been exposed to, and help you get tested and treated. 1
can do this in one of two ways:

1. Please call me at 216-xxx-xxxx and I can tell you more. Remember, I check my
voicemail and email at the beginning and end of each business day. Both are
private.

2. You can also email me and let me know that it’s okay to give you more details in
writing. Just put I agree” in the subject line.

I am concerned about your health and would like to help you voluntarily connect
with free medical services.

Thank you,

DIS Name, Credentials

Disease Intervention Specialist
Cleveland Department of Public Health
Cleveland, OH

This email and any files transmitted with it are confidential and intended solely for
the use of the individual or entity to which they are addressed. If you have received
this email in error please notify the sender. This message contains confidential
Information and 1s intended only for the individual named. If you are not the named
addressee you should not disseminate, distribute or copy this email.

Documentation Requirements
e The DIS will document all IPS activity.
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e DIS must document all work with the date, time and description of each
interaction on the IPS Log Sheet.

e All email documentation should be kept in a case file and secured.

o IPS activity must be entered and kept up-to-date in the secure STD management
information system.

*This document is a modified version of the Commonwealth of Massachusetts’ Department
of Public Health’s Division of STD Prevention’s Policy and Practice for Internet Partner
Notification, May 2006.
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